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Information Technology Disaster Recovery/Business Continuity

Master Coordination Plan

Executive Summary

This document represents the Information Technology Disaster Recovery/Business Continuity Master Coordination Plan of the University of North Carolina at Pembroke.  It is a companion to the Business Continuity Plans of functional offices and the Information Technology Emergency Response Plan of University Computing and Information Services.  Together, these plans document the entire information technology emergency response and business continuity planning of UNCP.

This plan will serve to coordinate the response of UCIS and functional offices to an actual emergency.  Further, it will synchronize the restoration of services with the individual business continuity plans of functional offices and guide UCIS in the scheduling of that restoration.  The present incarnation of the plan focuses on critical administrative systems.  Later versions will be extended to include academic and additional, less critical, administrative systems.

Information Technology Disaster Recovery/Business Continuity

Master Coordination Plan

1 - Introduction

This document records the Information Technology Disaster Recovery/Business Continuity Master Coordination Plan of the University of North Carolina at Pembroke.  The intent of this plan is to coordinate the IT Emergency Response Plan and the business continuity plans of functional offices.  This document does not contain those plans.  Rather, it contains information needed to schedule and coordinate those plans.

This document outlines the purpose and scope of the master coordination plan along with the details needed to synchronize the business continuity plans of functional offices.    

2 - Purpose and Limitations

Reliance on information technology has spread throughout all aspects of the university and its operations.  In the event these services are lost, prompt and decisive actions will be required to move through three stages of response and recovery.  Depending on the nature and extent of the situation, multiple offices will need to respond in order to continue operations and eventually restore full service.  This document coordinates those responses into a single plan for the entire university.

2.1 - Scope

The current version of this plan is limited to the scheduling of restoration of critical administrative applications.  This scheduling is based upon critical processing needs and time constraints or deadlines of functional offices.  

In reality, the Information Technology Emergency Response Plan assumes that all applications will be restored at the same time.  The current architecture of administrative servers supports this approach.  Thus, this document is somewhat moot.  However, it is maintained as a reference and in the event that an unforeseen situation prevents the complete restoration of all applications at one time.  

3 - Applications Covered by the Plan

The current version of the plan is limited to the restoration of critical administrative applications.  The applications are described below.

3.1 - SGHE Banner Student Information System
The Banner Student Information System is a product of SunGard Higher Education (SGHE) and includes a number of subsystems.  These include: Student Records, Admissions, Housing, Billing and Receivables and On-Course Degree Audit.  Data for each of these subsystems is stored in the central Banner Oracle database.  The subsystems themselves are accessed through a single executable.  Restoration of all subsystems will occur simultaneously, apart from any restoration of any other application.

3.2 - SGHE Banner Finance
Banner Finance is a product of SGHE and includes a number of subsystems.  These include: Accounts Payable, Financial Accounting, Purchasing and Fixed Assets.  Data for each of these subsystems is stored in the same Banner database.  The subsystems themselves are accessed through a single application.  Restoration of all subsystems will occur simultaneously, apart from any restoration of any other application.

3.3 - SGHE Banner Finance (Accrual)
The Accrual version of Banner Finance uses a separate database and executable for the normal version of FRS.  The Accrual system is used to covert from cash-basis accounting to accrual-basis accounting for year-end reporting to other state agencies.

3.4 - SGHE Banner Advancement
The Banner Advancement system is a product of SCT and does not include any subsystems.  The application uses the centralized Banner Oracle database.  The application is accessed through a single application.

3.5 - SGHE Banner Human Resources

Banner Human Resources is a product of SGHE.  Data for HR is stored in the Banner database and is accessed through a single application.

3.6 Banner Financial Aid

Banner Financial Aid uses the centralized database and is used by Financial Aid to determine student allocation of funds.

3.7- Cashiering System

The Cashiering System was originally developed at Austin Peay University.  It has been rewritten by UNCP and is locally maintained.  Data for Cashiering is stored in both the Banner database and the SIS database.  The application is accessed through a single executable.  Restoration of Cashiering is dependent on restoration of Banner.
.

3.8 - SGHE Web Self-Service
Banner Self-Service is a web-based interface developed and supported by SGHE for faculty, staff and student access to Banner Student.  This application does not have a separate database but uses the centralized Banner database.  The application consists of a number of files stored on a separate server.  Restoration of Web Self Service is a separate process from restoration of Banner, but is dependant upon it.

3.9 - TouchNet Payment Gateway

TouchNet Payment Gateway is a web-based interface to Banner and supported by TouchNet. This application does have a separate database houses in an Oracle database.  At present Payment Gateway is only used during times when tuition and fee payments are accepted.  Restoration of Payment Gateway is a separate process but is dependant upon restoration of Banner and Web Self Service.  It is also dependent on restoration of Oracle databases.

4 - Critical Processing Times 

Each application is used by multiple offices, which have their own deadlines and times when processing is most critical.  These are listed below.

4.1 – Banner Student
Banner Student is used by: Student Records, the Graduate School, Admissions and Financial Aid.

Critical processing times for Student Records are:

· Pre-Registration 

· Registration (Two weeks before and first two weeks of each regular semester; two weeks before and first week of each summer session.)

· Mid-semester Grades (Middle of each semester)

· Final Grades (End of each semester)

Critical processing times for Financial Aid are:

· First Four Months of Calendar Year (January - April)

Critical processing times for Admissions are:

· Registration (Two weeks before and first two weeks of each regular semester; two weeks before and first week of each summer session.)

Critical processing times for the Graduate School are:

· Registration (Two weeks before and first two weeks of each regular semester; two weeks before and first week of each summer session.)

4.2 – Banner Finance

Banner Finance is used by: the Controller’s Office, Bursar, Accounts Payable, Payroll, Financial Planning and Budgets and Purchasing.  Critical processing deadlines for each office are listed below.

Critical processing times for Controller’s Office are:

· Month End (Last week of the month and first week of the following month)

· Year End (June and July of each year)

Critical processing times for Payroll are:

· Month End (Last week of the month)

Critical processing times for Financial Planning and Budgets are:

· First of Year (August and September of each year)

· Last Quarter (April, May and June of each year)

Due to the unpredictable nature of state budgets, Financial Planning and Budgets may face other times when critical processing needs arise.  However, it not possible to identify these times in advance.

4.3 – Banner Finance (Accrual)

The Accrual version of Finance is a separate instance of Banner and is used by the Controller’s Office.  

Critical processing times for the Controller’s Office are:

· After Year End (July, August and September of each year)

4.4 – Banner Advancement
Banner Advancement is used by: Alumni Relations and Donor Relations.  Alumni Relations has an annual phonation that is a critical event.  However, it does not use online processing and there is no critical processing deadline for Banner Advancement.

4.5 – Banner Human Resources

Banner Human Resources is used by the Office of Human Resources.  Human Resources is used for leave accruals.
Critical processing times for Human Resources are:

· Month End (Last week of each month and first week of the following month)

· Fiscal Year End (June, July and August of each year)

· Calendar Year End (December and January of each year)

4.6 Banner Financial Aid

The Banner Financial Aid module is used by the Student Financial Aid office.

Critical processing times for Financial Aid are:

· During periods of enrollment and admission of student

· April through August

4.7 - Cashiering

Cashiering is by the Cashiers Office, which is a unit of the Office of the Controller.  This office faces a daily critical need for processing, as all funds received must be accounted for and deposited as soon as possible.  However, the Business Continuity Plan for this office should include procedures to manually receive and account for funds.  The beginning of each semester is an especially busy time for Cashiering.

4.8 – Banner Web Self-Service - Student
All students use Web Self-Service to register for classes and receive grades. 

Critical processing times for Web Self-Service are:

· Pre-Registration 

· Registration (Two weeks before and first two weeks of each regular semester; two weeks before and first week of each summer session.)

· Mid-semester Grades (Middle of each semester)

· Final Grades (End of each semester)

4.9 – Banner Web Self-Service - Faculty/Advisors

All faculty use Banner Web Self-Service to enter mid-term and final grades and review rosters. 

Critical processing times for Faculty/Advisors are:

· Pre-Registration 

· Registration (Two weeks before and first two weeks of each regular semester; two weeks before and first week of each summer session.)

· Mid-semester Grades (Middle of each semester)

· Final Grades (End of each semester)

4.10 - Payment Gateway

Many students use Payment Gateway to pay tuition and fees.
Critical processing times for Payment Gateway are:

· Registration (Two weeks before and first two weeks of each regular semester; two weeks before and first week of each summer session.)

5 - Implementation of the Plan

The Master Coordination Plan is not intended to be implemented as a separate disaster recovery or business continuity plan.  Rather, it is intended to coordinate the plans of functional offices and UCIS.  In the event of a disaster, those individual plans will be implemented.
6 - Testing of the Plan 

The Master Coordination Plan is not intended to be a separate plan apart for the business continuity plans of functional offices and the Emergency Response Plan of UCIS.  Rather, it is intended to coordinate those plans.  Testing of those plans should be conducted in lieu of testing of this plan.
7 - Revision of the Plan 

The IT Disaster Recovery/Business Continuity Master Coordination Plan is a critical element of the university’s ability to continue operations in the face of a disaster.  As such, it is imperative that it be reviewed periodically and kept up to date.  The entire plan will be reviewed and updated each year by the IT Disaster Recovery Team and by the leaders of functional offices who’s Business Continuity Plans are encompassed by this plan.

