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Information Technology Emergency Response Plan

Executive Summary

This document represents the Information Technology Emergency Response Plan of the University of North Carolina at Pembroke.  It is the foundation for, and companion to, the Business Continuity Plans of functional offices at UNCP.  Together, these provide information for the Information Technology Emergency Response/Business Continuity Master Coordination Plan.

This plan will guide University Computing and Information Services in the response to an emergency incident and the restoration of services.

The plan identifies key facilities and critical systems and components.  It then lays out the composition and duties of the Information Technology Emergency Response Team and the procedures the team will follow to react to an emergency, assess the damage, recover/protect critical data and begin the restoration of services.  It also identifies the method by which the plan will be implemented and the timeline for restoration of services.

In addition, this document discusses the maintenance and testing of the plan, describes the methods used to modify the plan and gain approval for modifications, and provides additional background information.  Appendices and attachments contain information on specific hardware or software resources, maintenance contracts, vendor contact lists, team membership and contact information, and other vital data needed during the emergency process.

Information Technology Emergency Response Plan

1 - Introduction

This document records the Information Technology Emergency Response Plan of the University of North Carolina at Pembroke.  The intent of this plan is to guide the restoration of IT services in the event of an emergency incident that causes a disruption or complete loss of those services.  It is intended for use in conjunction with the business continuity and disaster recovery plans of functional offices.  While it does not document the plans of those functional offices, it does present the overall structures and groups responsible for emergency response and business continuity planning.

This document outlines the purpose and scope of the plan as well as the available facilities and critical IT systems.  It also describes the duties of those parties involved in restoration of services and the actions to take in specific situations.  Included in the appendix are a variety of lists covering vendor contacts, maintenance contracts, equipment and software inventories, employee demographics and team memberships, etc. 

2 - Purpose and Limitations

Reliance on information technology has spread throughout all aspects of the university and its operations.  In the event these services are lost or compromised, prompt and decisive actions will be required to move through three stages of response and recovery.  These actions must: respond to the immediate emergency, ensure that the university can continue to function during the disruption of IT services and ultimately restore these services.  Depending on the extent to which services have been interrupted, this might be a complex process that will require the coordinated effort of many units within the university.  The recovery process might further depend on issues such as critical processes scheduled during the period of failure, etc.

2.1 - Purpose

The purpose of the plan is to guide the response to emergencies that disrupt information technology services, within reasonable limitations of time and cost.  In the event that the services are completely lost, this plan will also guide their orderly restoration.

2.2 - Scope

Most IT services are provided centrally by University Computing and Information Services.  The core of this plan consists of the restoration of these services in the event of an emergency incident.  However, some functional offices maintain independent systems or servers.  Where appropriate, recovery of these distributed services is also addressed.

This plan is limited in scope to consideration of an emergency that results in a compromise of IT security, loss of an enterprise IT system(s), or the loss of a single building or a portion of a building.  Disasters of a larger scale, which affect the entire campus and surrounding community, are not covered by the plan.  However, elements of the plan may be used in response to those situations as well.

This plan focuses on the orderly restoration of services and the physical and network security of facilities and data during and after the recovery process.  The plan does not address the issues of individual privacy during and after the recovery process.

3 - Use of the Plan

This document contains the Information Technology Emergency Response Plan of the University of North Carolina at Pembroke.  It may be used to study the issues involved in planning for the recovery of critical information technology resources at UNCP.  In addition, it will serve as the foundation for the development of Business Continuity Plans by functional offices.  It may also be used as a checklist of preparation tasks and as a guide for training Information Technology Emergency Response Team members.  Of course, it serves as a guide for the actual response to an emergency incident.

In the event of an emergency, Sections 10 through 14 and the appendices they reference cover the response activities and procedures as well as the roles of team members.  These sections may be read and used independently of the rest of the plan.

4 - Elements of the Plan

The Information Technology Emergency Response Plan is only one component of the total commitment needed to ensure the ability to restore service and operations following an emergency incident impact IT services.  A number of business continuity plans must also be in place in order for operations to continue during the recovery period and return to normal as soon as possible following restoration.  Since a disaster that affects IT services will either directly or indirectly affect the functional offices, these plans may need to be placed into operation at the same time.  A separate master plan that combines and coordinates each plan is therefore a critical component as well.

4.1 - Emergency Response Plan
The Information Technology Emergency Response Plan will guide UCIS and other departments in the recovery and restoration of full IT services.  This plan will be implemented on a phased basis, depending on a number of factors as outlined elsewhere in this document.

Development of the Emergency Response Plan will be the responsibility of University Computing and Information Services.  Functional offices and other support agencies will have input into the development of this plan.

4.2 - UCIS Emergency Procedures Manual

The UCIS Emergency Procedures manual will guide UCIS in the preparation for an imminent emergency or in response to one that is already in progress.  This initial response will serve as the foundation for recovery of services following an emergency.  Since immediate response to an emergency may be required, the procedures outlined in the UCIS Emergency Procedures Manual will be followed without a meeting of the Emergency Response Team, the declaration of a disaster, or the implementation of the Emergency Response Plan.

Development of the UCIS Emergency Procedures manual will be the responsibility of the Office of University Computing and Information Services.  Emergency response offices, functional offices and other support agencies will have input into the development of the plan, as needed.

4.3 - Functional Business Continuity Plans

The functional business continuity plans will guide each office in the effort to continue operations during the period when IT services are unavailable.  They will also guide the offices in the reconciliation process once IT services have been restored.  Finally, they will serve to lead the functional offices in the return to full operation using restored IT services. 

Development of functional business continuity plans will be the responsibility of the appropriate functional office.  The Emergency Response Plan will serve as the foundation for these plans.  UCIS and other departments will offer consolation and assistance as needed to complete and test these plans.

4.4 - IT Disaster Recovery/Business Continuity Master Coordination Plan

The master coordination plan will combine and coordinate the Emergency Response Plan of UCIS and the business continuity plans of the functional offices.  This plan will ensure that each plan is based on consistent assumptions and is complete.  It will also ensure that individual BCPs do not conflict with each other in the selection of alternative sites, temporary staff reassignments, etc.

5 - Strategy of the Plan

The Emergency Response Plan has a straightforward strategy.  Within the limits of available funds, space and time considerations, network services will be implemented on parallel servers housed in separate locations.  Priority for parallel implementation will be given to those services deemed most critical to the operation of the university.  

Where possible and feasible, parallel servers will utilize load balancing, with both servers actively serving requests at all times.  Where load balancing is not possible or feasible, hot standby servers will be used.  These services will fail-over automatically to minimize the amount of service interruption.  Where neither load balancing nor hot standbys are possible or feasible, other methods will be used to provide restoration of services as quickly as possible.  These might include the use of cold standbys or maintenance contacts with provisions of vendor replacement of equipment lost in a disaster.  Naturally, the first two methods provide for the faster restoration of services.  Use of the latter could involve a recovery period of several days.

Industry best practice standards will be used to ensure security of systems and related data.  These practices will guide protection schema for the network and individual servers and applications to ensure compliance with all federal and state regulations concerning information technology data security requirements.

In the event that services are lost which are housed on individual servers, a phased restoration of services will be necessary.  The actual sequence of restoration will begin with those services deemed most critical to the operation of the university.  This criterion will serve as a baseline for restoration, but may be modified based on a critical process that was underway or scheduled to begin at the time of the disaster.  For example, restoration of student records may be given priority during registration.

6 - Facilities

University Computing and Information Services operates a number of facilities across the campus.  These are used for a variety of purposes in support of the university’s mission of teaching, research and service.  Considerations of some of these facilities, but not all, are included in the scope of this plan. 

6.1 - University Computing Office Suite

Central operations are carried out in the office suite located in the Oxendine Science Building.  This suite houses office space for select UCIS staff and includes the primary machine room.  Only UCIS staff have a key to the suite. True walls and a key lock protect these UCIS offices.  

The Help Desk is located within Lowery building and offices for Client Services, Application Development, Network and System Administration and the administrative function of UCIS are in separate locations.  Functions performed within these separate locations include client consultation, system setup, maintenance and repair, application development, maintenance and support, network administration and system administration.

The suite in Oxendine stores the original copies of all campus software licenses maintained by UCIS as well as some spare or surplus parts.  

6.2 - University Computing Primary Machine Room

Housed within the UCIS office suite in Oxendine, the primary machine room houses campus servers and network equipment.  This room also houses a core network switch as well as the campus firewall, network virus scanner, router, VPN equipment and a VoIP call manager.  It provides one of two routers which provice connections between VLANs as well as one of two gateways to NC-REN.  In addition, this site has a fireproof vault in which master copies of software are stored.  Cabinets also store application and system backups.

This room has true walls for security and a raised floor for network and power cables.  It is protected by a Halon fire suppression system, smoke detectors in the ceiling and under the floor tiles, a dedicated environmental system that provides air conditioning and humidity control, and a video surveillance system.  It also has a dry-pipe sprinkler system.  It has an uninterruptible power supply that provides backup power to all servers and network equipment.  Access to the room is limited to authorized personnel of UCIS and the doors are secured by a combination lock.  A log is kept of all visitors who do not have regular access.

6.3 - University Computing Secondary Machine Room

The secondary machine room is located in Lumbee Hall, Room 345.  This facility houses a second a VoIP call manager and a backup AlphaServer DS20, which is used for administrative systems.  It houses a mirrored SAN and three parallel servers that support Banner.  It also houses a core network switch.

This facility has true walls for security as well dedicated air conditioning and fire suppression systems.  It also has an environmental monitoring system and a simple video surveillance system.  An uninterruptible power supply provides backup power to all electronic equipment within the room.  A key lock controls access.

6.4 - University Computing Telecommunications Machine Room

The telecommunications machine room houses the many incoming data or voice connections to the campus.  The connections either terminate in this room or move to campus fiber or copper to reach other locations on campus.

Office space for telecommunications staff is located within the room.  In addition, space for surplus equipment is available there.

6.5 - Interactive Video Facility

The Interactive Video Facility houses a teleconference and tele-classroom.  It also houses a fiber distribution center.

This facility has true walls for security Network equipment is protected by a uninterruptible power supply.  The facility is protected by a key lock and access to the control room and wiring closet is limited to UCIS staff and student workers.

Office space for IVF staff and student workers is located within the facility.

6.6 - University Computing Network Closets

UCIS operates a number of network closets in almost every building on campus.  These house switches for distribution of network services.

6.7 - University Computing Training Facility

The UCIS Training Facility is located in Oxendine 2202.  It provides a limited number of workstations and is normally used for conducting software training for the campus community.  In the event of a disaster that affects the northern portions of campus, this facility could be used for data entry or to house some UCIS personnel during a transition.  

6.8 - Additional Facilities

A number of additional facilities exist on campus.  While not part of this plan, they are nevertheless important in the provision of IT services.  In the event of the loss of a building, additional network services may have to be provided to these facilities to enable their use as data entry stations.

7 - Critical Systems and Components

UCIS provides a number of centralized services to the campus.  These include operation of the campus LAN and NC-REN connections, operation of a large number of servers, maintenance of campus labs and workstations and client support services.  Some of these are deemed critical in the scope of the current Emergency Response Plan while others are not.  Those services deemed critical are identified and briefly discussed within this section.

7.1 - Campus LAN

The campus LAN is the backbone of all network services provided by UCIS.  Without LAN access, functional offices would have no access to administrative servers and would not be able to carry out operations.  Maintaining or restoring LAN functionality is critical to the recovery of services and must take a high priority in planning and preparation for disaster recovery.

Currently, the campus LAN consists of a central fiber optic ring that runs around the grounds.  This ring interconnects two core switches with dual, dedicated Gigabit Enternet connections.   In the event one segment of this ring is broken, network traffic can flow through the other segments to either of the three core switches.  These switches are located in the Oxendine Science Building and Lumbee Hall.

Each core switch serves a number of buildings and is connected to them by single fiber uplinks.  In the event that one of these uplinks is broken, network access from that building will be lost until such time as the fiber can be repaired or replaced.

NC-REN and Internet access reach the campus through one of two fiber optic cables.  One terminates in the Oxendine Machine Room; the other in the Lumbee Hall Machine Room.  The primacy connection terminates in Oxendine, where a firewall, virus scanner and VPN provide perimeter network defense.  

The campus network is divided into Virtual LANs (VLANs).  These include administrative and academic VLANs.  Access to the administrative VLAN is generally limited to administrative or faculty offices.  Redundant routers in Oxendine and Lumberr route traffic between VLANs.

7.2 - NC-REN Connections

The NC-REN connections provide the only off-campus link for the university.  Without a connection to NC-REN, the university cannot provide video classes to remote locations or serve online classes.  It cannot send or receive email.  It also cannot exchange electronic data with other institutions or agencies, including federal or state agencies, UNC Office of the President, and other institutions of higher learning.  These are critical functions, as the university faces many deadlines in submission of data.

These connections provides data and video connections to NC-REN, and thence to the Internet and Internet2.  The connection is via fiber-optic cables, which terminates within the Oxendine Science Building and Lumbee Hall

7.3 - Telecommunications Connection

The university relies on four PRI lines to provide voice access to the local PSTN.  Without this service, the university cannot initiate or receive phone calls or send and receive faxes.  These are critical functions, especially for recruitment and resource development activities.

The primary voice connection enters the campus via individual copper pairs terminating in the telecommunications machine room in the Sampson-Livermore Library.  This facility also houses the campus voice mail system.  From there, fiber relays the PRI circuits to the Oxendine and Lumbee Hall machines rooms, where Cisco Call Managers provide call switching functionality.  

7.4 - Administrative Computers

The administrative computers support most of the critical applications used by administrative offices and the administrative functions of academic offices throughout the university.  These applications have become integral to the operation of many of these offices and are necessary for continued efficient operation.

Six Sun 280R and 490 servers provide support for Banner, ODS and ReportNet.  Mirrored Sun 3550 SANs and a Sun L25 tape robot provide storage.  Dedciated fiber switches and dedicated fiber connections between the machine rooms complete this environment.  The SAN includes four shelves, two of which are located in Oxendine and two in Lumbee.  Both shelves in Oxendine are identical to the respective shelves in Lumbee.  Data on each shelf is mirrored in real time to the corresponding shelf in the other machine room.  One Sun 490 serves as the production database server, the other as the test database server.  One Sun 280R serves as the production application server, the other as a test application server.  The remaining 280Rs serve as ODS and ReportNet servers. 

In addition to the machines above, a single HP Proliant 1600 server houses SCT Web for Students and Web for Faculty/Advisors.  This system uses an internal RAID system for increased speed and availability.  Additional Intel servers houses additional applications, including TouchNet Payment Gateway.

Presently, PLUS systems are hosted to two HP AlphaServer DS20 computers in an OpenVMS cluster.  These systems use internal RAID storage for speed and high availability.  The disk subsystems of these machines are mirrored, ensuring two copies of each database used for administrative purposes.  One of these machines in located in the primary machine room in the UCIS office suite in Oxendine.  The other is located in the secondary machine room in Lumbee Hall.  A third AlphaServer 800 completes the cluster and is used for cluster voting only.  No data is housed on this machine and no users make any use of it.

These servers support SGHE’s Plus Student Information System (SIS) and Allumni/Development System (ADS) and Banner Finance and Human Resources modules. The Banner database also stores information for UNCP’s cashiering application, which was derived from an older system from Austin Peay University.

These servers also a small number of additional modules or small local applications.

7.5 - Database Servers


The university uses Oracle databases from most applications.  For Banner, ODS, and ReportNet, these databases are stored on the mirrored SANs mentioned previously.  Blackboard also uses an Oracle database, which is stored on an HP DL 530 system running Red Hat Advanced Server 2.1.  A single HP Proliant 1600 server running Red Hat Linux and PostgreSQL, and a HP Proliant 580 running Microsoft Windows and SQL Server house additional small databases in production.  

7.6 - Email Servers

At present, the university uses a collection of servers to support email.  At present, the loss of any email server would not hamper administrative computing in any way, except in an incidental manner as explained below.

One machine, a Sun e450, runs an IMAP server and provides the actual access to email along with storage.  A separate HP Alphaserver 2100A running OpenVMS provides SMTP routing of email along with other functions as listed below.  An HP DigitalServer 380 runs WebMail and provides a web-based interface to email.

7.7 - Web Servers

The university operates a number of web servers.  These run on a number of platforms and operating systems and use a variety of server software.  At present, two are essential to the operation of administrative systems.  These are an Apache server running on an HP Proliant 1600 server and an Oracle Application Server running on Sun 280R for Banner. 

The primary web server runs Apache 2.0 on an HP 360 under Red Hat Linux.  A second web server runs Apache on a HP workstation under Red Hat Linux, and is described below.  Additional web servers are bundled in Blackboard and provide web-based access to email.

7.8 - File Servers

UCIS operates two files servers.  One stores files for faculty and staff; the other for students.  At present, the loss of these servers would not hamper administrative applications, except in an incidental manner as described below.

Both file servers run Novell Netware 5.1 on HP Proliant servers.

7.9 - Network Services

The university relies on a number of network services for the efficient operation of its LAN.  Without these services, network operations and access to network resources would be seriously hindered.  Moreover, access to administrative applications relies on the availability of some of these services.

These services include NDS, LDAP, DHCP, DNS and VLAN routing.  NDS and LDAP run on the existing Netware file servers and provide directory services to the entire campus.  The loss of directory services would pose a small obstacle to access to administrative applications.  Without directory services, users would not be able to login to their own workstations, from which they access administrative applications.

DHCP is provided by an HP workstation running Red Hat Linux.  The loss of DHCP on the file servers would prevent user workstations from receiving a valid IP address.  Without such an address, they would be unable to connect to the computers hosting administrative applications.

An HP AlphaServer running OpenVMS provides DNS.  This machine also provides a number of other services to the campus, including SMTP routing.  The loss of DNS would prevent users from resolving computer names and would prevent them from accessing administrative applications.

Modules within the core network switches in both machine rooms perform VLAN routing.  Loss of this service on one device would failover to the other within 60 seconds. 

7.10 - Network Security Equipment

The university replies on a number of devices to maintain the integrity and security of its network.  Most of these function at or near the perimeter of the network and provide perimeter security.  The loss of these devices would not hamper access to administrative applications, except as described below.

These devices include a firewall, virus scanner and VPN.  The firewall protects the edge of the campus network and permits incoming traffic to access of specific locations.  The loss of this service would not prevent access to administrative applications.  Moreover, it would not allow unauthorized uses to access them, as additional layers of security also prevent this access.  It would pose a danger to that access however.

The virus scanner filters most email traffic throughout the network.  The loss of this service would not prevent access to administrative applications.

The VPN allows authorized individuals secure remote access to the university’s network.  The loss of the services would prevent remote access, but would not hamper local access to administrative applications.

The university also uses an ASP to provide Spam email filtering.

7.11 - Additional Network Servers

Although there are additional network servers, none of these affect the operation of administrative applications.  As later versions of this plan evolve, they will be added.

8 - Equipment Maintenance and Replacement

A variety of methods are used to maintain and replace equipment.  These include warranties, maintenance agreements, insurance, scheduled replacement, spare parts and replacement-as-needed.  The decision to provide protection for equipment and the method used to do so depend on the nature of the equipment, the function of the equipment, and the cost of providing protection.

Most equipment is initially covered under a warranty by the vendor.  At times, this warranty provides protection throughout the life of the equipment, but does not specify the timeframe during which replacement will be provided.

Some equipment is covered under a maintenance agreement that provides for repair of replacement of the equipment once it is no longer under warranty.  In select cases, this agreement also specifies the timeframe during which the vendor will provide a replacement.  These agreements represent a significant additional cost.

Equipment that supports critical applications or network functions is generally covered under a maintenance agreement.  Equipment that supports less critical applications or functions may be covered under an agreement or protected by some other means.  All equipment covered under these maintenance agreements is listed in an attachment. Of note is the Hewlett-Packard Recover-All program and the Sun contact, which provides coverage for key servers.  This includes full repair and/or replacement for damage caused by accidents or incidents not covered under normal service agreements, such as fire, water damage, natural disasters, power failure, sprinkler leakage, theft, etc.  It also provides reimbursement for the cost of transportation, removal of damaged equipment, installation of replacement equipment, re-supply of fire protection chemicals, restoration of damaged system software and restoration of customer data from backup.  Copies of the contacts are attached to the plan.

Routine maintenance is preformed by staff or under contract from vendors.  These vendors may or may not be the original manufacturers.

Normal contracted maintenance conditions include:

· Call window – 8 a.m. – 5 p.m., Monday through Friday

· Parts - furnished.

· Labor - furnished.

· Response time - within four (4) hours of notification

· Type of maintenance included:

· Preventive

· Continued Remedial - (Customer approved/action plan after 4 hours)

· Remote Diagnostics

· Installation of Engineering Modifications

9 - Backup Procedures

A backup of each Plus application database is performed the night of each business day before batch processing or another major batch job is begun.  These backups are performed on magnetic tape.  Thirty tapes are used for each application in a round robin fashion.  These tapes are stored in the primary machine room in the UCIS office suite.

A full backup of each production server operated by UCIS is performed during the same nights following batch processing.  These backups are performed on a set of tapes used in a round robin fashion.  Eight tapes are used for daily backups of each server Monday through Thursday.  Eight tapes are used for weekly backups of each server on Fridays.  Thirteen tapes are used for monthly backups of each server on the last day of each month.  The latest daily and weekly backups are taken off-site to a secure location the morning of the following business day.  Previous backups are returned to UCIS and stored in a fireproof vault in the primary machine room.  All monthly backups are stored in the off-site location.

Banner backups are preformed an a twenty-tape set in the Sun L25 tape robot.  Backups on these tapes mirror those mentioned above – daily, weekly and monthly.  Tape sets are rotated when full or at the end of each week.

The off-site location is a fireproof vault in Lumbee Hall.  Access to this vault is limited to authorized personnel and is supervised by members of the Controller’s staff.  

10 - Emergency Response Team

The Emergency Response Team will lead UCIS and other departments through the process of recovery and restoration of services.

10.1 - Emergency Response Team Headquarters

The primary Emergency Response Team headquarters will be the UCIS main office suite. This facility houses most UCIS staff offices and has a meeting room and space available for storage.  In the event that the UCIS office suite is unusable, the team will assemble in the UCIS suite in Oxendine room to access the situation and begin the recovery process.

10.2 - Emergency Response Team Membership

The team membership and responsibilities follow the organization of University Computing and Information Services.  Most team members are staff members of UCIS.  Other individuals may also be included on the team as needed.

The team is divided into smaller squads.  Each squad is assigned a distinct area of responsibility.  In the event that a squad member is unable to fulfill his or her duties, each person has at least one backup where possible.  Each squad has a leader who is also a member of the Management Squad.

10.3 - Emergency Response Squads

The Emergency Response Team squads consist of: Recovery Management, Security and System Administration, Network Administration, Telecommunications, Administrative Applications, Client Services and Interactive Video.  

10.3.1 - Recovery Management Squad

The Recovery Management Squad consists of the UCIS management team and all other squad leaders.  The squad directs the overall recovery process and coordinates the actions of the other squads.  In the event of a disaster, the Management Squad will assemble to access the extent and impact and will initiate recovery activities through the team leader.

Recovery Management Squad Duties

· Determine the extent and seriousness of the emergency.

· Invoke the Emergency Response Plan.

· Coordinate the emergency recovery activities.

· Name replacements to fill in for disabled or absent Emergency Response Team members.

· Take action to obtain appropriate space to house the recovery activities.

· Negotiate with vendors for equipment.

· Inform University officials of recovery activities.

The Management Squad also includes the team security/historian.

Historian/Secretary

· Record all disaster recovery activities.

· Make travel and lodging arrangements for personnel.

· Provide support for all the Team Leaders.

10.3.2 – Security and Administration Squad

The Security and Administration Squad consists of those staff members routinely responsible for system administration and additional individuals.  This squad will access the impact of the disaster on the various servers and will undertake recovery activities under the direction of the team leader.

Security and Administration Squad Duties

· Determine the extent of equipment disability or compromise

· Insure that the incident history is documented.

· Notify operations personnel of required activities, locations and schedules.

· Oversee and coordinate all interim operation functions and equipment recovery.

· Determine the extent of damage or compromise to system files and identify the necessary systems backups.

· Isolation of compromised system(s), correction of compromised applications/data and restoring security.

· Provide the required systems programming to switch over to an alternative site or consolidate services on to other equipment.

· Arrange for authorization of required accounts on interim equipment.

· Schedule and direct the return-to-normal processing operations.

10.3.3 - Network Administration Squad

The Network Administration Squad consists of those staff members routinely responsible for network management and other individuals.  This squad will access the impact of the emergency on the university LAN and NC-REN connection and will undertake recovery activities under the direction of the team leader.

Network Administration Squad Duties

· Determine the extent of damage to the fiber optic network backbone cable.

· Determine the extent of damage to the cabling and network electronics in damaged area.

· Determine the extent of damage to network servers.

· Obtain the backup files needed for the network servers.

· Arrange for the authorization of required accounts on interim equipment.

· Schedule and direct the return-to-normal processing operations.

10.3.4 - Telecommunications Squad

The Telecommunications Squad consists of those staff members who are normally tasked with telecommunications support as well as others.  This squad will access the status of telecommunications services across the campus and undertake recovery activities under the direction of the squad leader.

Telecommunications Squad Duties

· Determine the extent of damage to the campus PBX and voicemail systems.

· Determine the extent of damage to the cabling in damaged area.

· Arrange for the authorization of required accounts on interim equipment.

· Schedule and direct the return-to-normal processing operations.

10.3.5 - Administrative Applications Squad

The Administrative Applications Squad consists of those staff members routinely responsible for providing maintenance and support of administrative applications, as well as other individuals.  This squad will access the status of administrative applications and will undertake recovery activities under the direction of the squad leader.  This squad will maintain contact and initiate recovery activities in close cooperation with users from select functional offices.  Because of its heavy reliance on their efforts, this squad will also work closely with the Network Administration and Security and Administration Squads.

Administrative Applications Squad Duties

· Review production schedule.  Determine production cycles, and, with users, assign priorities to applications.

· Determine programs and data required to meet the schedule and then report these needs to the Systems and Operations Recovery Team Leader.

· Identify required involvement of user personnel for data entry and report requests, and insure that the Emergency Response Team Historian/Secretary makes any necessary travel and lodging arrangements.

· Coordinate users’ disaster schedule with Systems and Operations Recovery Team Leader.

· Determine administrative systems staffing requirements during recovery.

· Coordinate users’ return-to-normal operations.

10.3.6 - Client Services Squad

The Client Services Squad consists of those staff members routinely tasked with providing technical support or consultation to campus users, as well as other individuals.  However, some of these staff members will have a priority assignment to other squads and will not be available at all times.  This squad will serve as an interface between the rest of the team and the campus at large and will undertake activities to restore services or provide them on a temporary basis under the direction of the team leader.

Client Services Squad Duties

· Determine needs of academic users as to programs, data files, and equipment.

· Coordinate transfer of services to interim equipment.

· Establish resources necessary to return-to-normal operations.

· Take action to obtain appropriate space to house equipment for academic needs.

10.3.7 - Interactive Video Squad

The Interactive Video squad consists to those staff members normally assigned to the Interactive Video Facility and other individuals.  This team will access the impact of the disaster on the facility and undertake recovery activities under the direction of the team leader.

Interactive Video Squad Duties

· Determine the programs affected and notify appropriate on-site and off-site users and network control.

· Determine the extent of equipment disability.

· Work with the Data Network Team Leader to determine the extent of cabling and network electronics.

· Work with off-site locations to determine programming priorities and alternate sites.

· Schedule and direct the return-to-normal processing operations.

11 - Phased Restoration of Services

The processing needs and deadlines of various functional offices change throughout the year.  Many of these offices face mandated deadlines as determined by federal or state legislation or rules, or by the requirements of the system or outside agencies.  For example, federal law requires that 1099 forms be produced and mailed by the last day of January.  The academic calendar determines the period during which students may drop or add classes and information technology resources must support this schedule.

The Information Technology Emergency Response Plan must observe these needs and schedule recovery activities so as to ensure that they are met.  While it is outside the scope of this plan to document those needs, they are documented in the Phased Restoration of Services section of the Information Technology Disaster Recovery/Business Continuity Master Coordination Plan.  The members of the Emergency Response Team will use the section to schedule the recovery and restoration of services in the event of a disaster.

It should be noted that the scope of the current plan is limited to critical administrative applications.  While this document includes a great deal of material beyond that scope, it is preparatory for later extensions of the range of the plan.  These critical applications are housed on parallel servers and will be restored as described in section 12.4.3.1 - Using Parallel Servers of this document.  This restoration will occur simultaneously.  This section is left in place for planning purposes.

12 - Emergency Response Procedures

This section documents the general procedures that will be followed in the event of an emergency incident.  Details of actual systems, applications and related information are contained within the appendices. 

Generally, the staff will respond to an imminent emergency or one that is already in progress following normal emergency procedures.  The priority in this response is the safeguard of staff lives and health, followed by data, equipment, and other resources.  Once the emergency has passed, members of the Recovery Management Squad will conduct an initial assessment of the damage.  The squad will meet to review this assessment.  If necessary, a disaster will be declared and the Information Technology Disaster Recovery Plan or portions of it will be implemented.  At this meeting, the squad will determine the location of a temporary processing site if the primary site is unusable.  The squad will also determine the need for recovery of data and the systems from with this recovery must take place.  At this point, the remaining squads will implement their respective portions of the plan following the procedures set forth in this section of the plan.

12.1 - Response to an Emergency

UNCP has a large and widespread campus.  An emergency may or may not represent a threat to UCIS staff and information technology resources.  In the event of an emergency that does represent a threat, staff will need to react quickly and efficiently in order to safeguard themselves and university resources.  The first priority of this response will be to protect the lives and health of staff members.  The second priority will be to protect data and master copies of software and license agreements.  The third priority will be to protect equipment and other technology resources.

12.1.1 - Emergency in Oxendine Science Building

An event that creates an emergency in Oxendine represents the greatest risk to UCIS staff and information technology resources.  Staff members will react to the emergency following the procedures outlined in this plan.  
12.1.2 - Emergency in Lumbee Hall

Generally, an event that causes an emergency in Lumbee Hall does not represent an immediate threat to the staff of UCIS.  Staff members will respond following the procedures as called upon by campus emergency personnel.

12.1.3 - Emergency Requiring Evacuation of Campus

An emergency that requires the evacuation of campus will likely lead to an extended period of down-time with delayed recovery and restoration activities.  In this situation, staff will follow the directions of campus emergency personnel.  If the situation is likely to lead to damage to information technology resources, the Recovery Management Squad will determine the appropriate time to assemble and may elect to assemble at a designated off-campus location.  

12.2 - Initial Assessment of Damage

Once the initial emergency has been addressed, members of the Recovery Management Squad will perform an initial assessment of the damage to network and system resources.  The squad will convene at its headquarters to review the assessments and determine whether to proceed with a declaration, as outlined in Section 13 - Implementation of the Plan.

12.2.1 - Selection of Temporary Processing Site

The initial assessment will include as analysis of the damage to the UCIS Primary Machine Room and the possibility of its use as a processing site during the recovery and restoration process.  Should this site prove unusable, the squad will identify the Secondary Machine Room in Lumbee Hall as the temporary processing site for use during recovery and restoration.

12.2.2 - Determination of Need to Recover Data

A second aspect of the initial assessment will be the determination of the need to recover data.  Should this be necessary, the Recovery Management and Security and Administration Squads will undertake the steps outlined below in Section 12.3 - Recovery of Data Following an emergency.  Most importantly, the Recovery Management Squad will determine the need to undertake an immediate backup of all or selected systems.

12.3 - Recovery of Data Following a Disaster
After the initial assessment of damage and declaration of an emergency, the priority of every recovery activity will be the safeguard and recovery of data, which is dynamic and in a constant state of change.  In contrast, equipment and software are relatively static and may be replaced with comparative ease.  The loss of data, however, may seriously cripple recovery efforts as well as the continuity and normal operation of many functional areas.  Recovery of data lost due to an emergency may require the investment to large quantities of resources or may not even be possible.  Such a loss could represent a serious blow to the campus, could impair operations for several years and could expose the university to severe legal penalties.

12.3.1 - Immediate Backup of Systems

In the event that backups of data stored in Oxendine and Lumbee Hall are lost or damaged, the Recovery Management Squad will determine the need for an immediate backup of all or selected systems.  If this need is determined to exist, the Security and Administration Squad will initiate a full backup of the selected systems.  This backup will take priority over the restoration of service to functional offices.  These backups will be stored in the temporary processing site.

12.3.2 - Recovery of Data from Oxendine if Enterable
Most data is stored in the Primary Machine Room in the Oxendine Science Building.  This facility houses the majority of campus servers, which store production databases or other data stores.  This facility also stores master copies of software and information on software licenses and maintenance contracts.  In addition, application and system backups are stored within the facility, with the exception of monthly system backups and the most recent daily or weekly backup.

The need to recover data from the Primary Machine Room in Oxendine presupposes that Oxendine has been damaged to the extent that it is no longer usable as a processing site.  In this case, staff from the Security and Administration Squad will enter the Primary Machine Room and retrieve backups and master copies of software and license agreements.  In needed, members of the Client Services Squad will assist in the retrieval of these resources.  The Security and Administration Squad may need to coordinate with members of emergency offices in order to obtain escorts.

Backups will be taken to the temporary processing site as identified by the Recovery Management Squad in Section 12.2.1 - Selection of Temporary Processing Site.  Master copies of software and licenses will be stored in the Emergency Response Team Headquarters.

12.3.3 - Recovery of Data from Oxendine if Un-enterable

An event may occur that leaves Oxendine damaged, no longer usable as a processing site, and unsafe for entry.  In this case, the Recovery Management and Security and Administration Squads will attempt to undertake an immediate backup of all or selected systems housed within the Primary Machine Room.  Of necessity, this backup will be undertaken across the LAN.  Successful backups will be stored in the temporary processing site as identified by the Recovery Management Squad in Section 12.2.1 - Selection of Temporary Processing Site.  

12.3.4 - Recovery of Data from Lumbee Hall if Enterable

The need to recover data from Lumbee Hall presupposes that it has been damaged and can no longer be used to store backups.  In this event, members of the Security and Administration Squad will retrieve all backups stored in Lumbee Hall.  Backups will be stored in the temporary processing site as identified by the Recovery Management Squad in Section 12.2.1 - Selection of Temporary Processing Site.  

12.3.5 - Recovery of Data from Lumbee Hall if Un-enterable

Lumbee Hall stores the most recent copies of weekly and daily backups and all copies of monthly backups.  In the event that Lumbee Hall is damaged and unsafe for entry, this data must be recovered from other resources.  The Recovery Management Squad will determine the urgency of this recovery and may elect to initiate a full backup of all or selected systems, as described in Section 12.2.2 - Determination of Need to Recover Data.

12.4 - Restoration of Services
Once the immediate emergency has been addressed and the safety and security of data has been ensured, the attention of the disaster recovery team must turn to the restoration of services to the campus.  The Recovery Management Squad will meet to access the impact and extent of damage, as outlined in Section 13 - Implementation of the Plan.  If warranted, an emergency will be declared and the Information Technology Emergency Response Plan will be implemented.  The extent of the implementation will depend on the situation as will be determined by the squad.

12.4.1 - Restoration of LAN Connections and Network Services

The Network Administration Squad will be responsible for the restoration of LAN connections and network services.  The squad will identify those functional offices without working LAN connections and will prioritize the restoration of LAN service in cooperation with the Recovery Management and Administrative Applications squads and under the guidance of the Phased Restoration of Services section in the IT Disaster Recovery/Business Continuity Master Coordination Plan.  

The squad will also coordinate with the Security and Administration Squad to provide servers for the restoration of central Network Services.  The Security and Administration Squad will actually perform most of this restoration.

12.4.1.1 - Using Existing Equipment

Once the Information Emergency Response Plan has been implemented, the Network Administration Squad will determine the need for replacement equipment and work with the Recovery Management Squad to obtain that equipment.  In the event of delayed delivery of equipment, the squad will identify existing equipment that may be moved to provide temporary access.  If this equipment is available, the squad will obtain authorization to transfer this equipment to higher priority users from the Recovery Management Squad.  

12.4.1.2 - Using Vendor-Supplied Equipment

The Network Administration Squad will determine the equipment and cabling needed to restore service and schedule the replacement of equipment so as to observe the priorities for restoration of service as determined above.  The Network Administration Squad will work with the Recovery Management Squad to obtain funds and order replacements.  The squad will also work with vendors to determine the timeline for delivery of equipment and ensure its rapid installation.  

12.4.1.3 - Restoration of Building Connections

In the event that an emergency causes the loss of a building network connection, the Network Administration squad will determine the priority for restoration of this connection as described above and include it in the schedule.  If the equipment to provide temporary service is available, the squad will install this equipment observing the priorities as determined above.  In the event that temporary service is needed and the equipment is not available, the squad will determine the feasibility of obtaining this equipment with the appropriate vendors and the Recovery Management Squad.  If warranted, the squad will include this equipment in its list of replacement equipment to obtain from vendors.

12.4.1.4 - Assistance from Other Units

As part of its duties described above, the Network Administration Squad will coordinate with the Client Services and Telecommunications squads in order to obtain assistance with installation of equipment and cabling, as needed.  The squad will also work with Physical Plant staff to ensure the physical safety of equipment and the availability of power.

12.4.2 - Restoration of Telecommunications Services

Once the Information Technology Emergency Response Plan has been implemented, the Telecommunications Squad will determine the extent of damage and work with the vendor to restore service.  In the event of a disaster that includes the loss of the telecommunications connection to a building, the squad will work with the Network Administration and Recovery Management squads to determine the optimum method to restore this connection.

12.4.3 - Restoration of Servers and Other Systems

The Security and Administration Squad will be responsible for recovery or restoration of servers or other computer systems.  They will determine the extent of damage or security compromise to servers and will create a list of equipment or items that must be replaced.  They will also prioritize the restoration of the servers in coordination with the Recovery Management and Administrative Applications squads and under the guidance of the Phased Restoration of Services section in the IT Disaster Recovery/Business Continuity Master Coordination Plan.  In general, this priority will address the needs of functional offices that use administrative applications and network services first.  Access to strictly academic systems will follow at a lower priority.  However, the critical needs of academic departments and programs will not be ignored in the development of the Phased Restoration of Services. 

12.4.3.1 - Using Parallel Servers

In the context of this document, parallel servers are considered to be servers that run identical instances of an application and access the same database or data store in a simultaneous manner.  Normally, they will use some sort of load balancing.  In the event of damage to one of these servers, the Security and Administration Squad will undertake any steps necessary to ensure that the undamaged equipment continues to function.  This may include limiting access to low-priority systems, limiting the number of simultaneous users, limiting access to specific applications to specific periods, or other system management functions.  The specific actions to be taken will be determined in coordination with other squads, as described above.

12.4.3.2 - Using Hot Standby Servers

In the event of damage to a server that has an undamaged hot standby server, the Security and Administration Squad will undertake a migration of the application on the hot standby server.  This migration will be coordinated with the Administrative Applications Squad.  The squad will also undertake any steps necessary to ensure that the hot standby server will function in the production role.  These steps are illustrated above and will be determined in coordination with other squads as described previously in this section.

12.4.3.3 - Using Cold Standby or Surplus Servers

In the event of damage to a server and the availability of an undamaged cold standby or surplus server, the Security and System Administration and Recovery Management squads will assess the feasibility of migrating the application to the cold standby or surplus server against the outright replacement or repair of the damaged equipment.  If a decision to migrate the application is reached, the Security and Administration Squad will undertake the steps necessary to ready the server for hosting the application.  It will then begin a migration of the application in coordination with the Administrative Applications Squad.  

In the event that critical needs for server space exist, the Security and System Administration and Recovery Management squads may elect to press workstations into temporary service as servers.  These workstations may be gathered from campus computer labs or taken from surplus stores, as necessary.

12.4.3.4 - Using Vendor Supplied Equipment

Select servers are covered under a replacement agreement with a vendor.  The terms of these agreements require that the vendor deliver an identical or better server within a specific amount of time should the university have need of it due to the loss of the original server.  In the event of a disaster, the Security and System Administration and Recovery Management squads will identify those servers and contact the vendor to schedule delivery of replacements.  Upon arrival, the Security and Administration Squad will prepare the serve to host the application and will begin a migration of the application in coordination with the Administrative Applications Squad and under the priorities as determined above.  

In the event that a server is lost and is not covered by a contact as described above, the Security and Administration Squad will identify replacement equipment and work with the Recovery Management Squad to obtain funds and order the replacement equipment.  The squad will also coordinate with vendors to schedule delivery as rapidly as possible,

12.5 - Restoration of Processing for Applications

The Administrative Applications and Security and Administration Squads are jointly responsible to restoration of access to and processing for administrative applications.  The Security and Administration Squad will access the impact on servers and other computers used in support of administrative applications and schedule recovery and restoration activities, as outlined above.  The Administrative Applications Squad will assist the Security and Administration Squad in prioritization of servers and applications for restoration of service.  The Administrative Applications Squad will also ensure the integrity of restored applications, databases and other data stores in cooperation with functional offices.  This squad will also assist the functional offices in the operation of their business continuity plans and their return to a normal processing.  Finally, this squad will bring the special needs of the functional offices to the attention of the Recovery Management squad.

12.6 – Compromised systems

In an instance where a system has been compromised by a Trojan, Virus, or other hacking method the Security and Administration Squads and Recovery Management squads will remove the system from the network to prevent further compromise or damage and perform analysis to determine the method used to compromise the system.  The System Administration and Recovery Management squads will formulate a plan to remove the compromised components and restore the system to a known good state.

13 - Implementation of the Plan

Any event that is likely to cause a significant disruption of services or cause personal injury will necessitate that some action be taken.  This might or might not lead to the declaration of an emergency however.  For example, a prolonged power outage or the threat of a hurricane or tornado might lead to the decision by management to begin an orderly shutdown of servers and network equipment.  Once the danger has passed, members of the Recovery Management Squad will access the impact on system and network resources and begin an orderly startup of services if possible.

If some event occurs that leads to damage to network or system resources, members of the Recovery Management Squad will access the extent of the damage and status of system and network resources.  If the damage is limited, the squad members may elect to follow normal management procedure to correct the problem.  If the damage warrants, the squad will convene to discuss the situation.  If needed, an emergency will be declared and the Emergency Response Plan will be implemented. 

13.1 - Declaration of an Emergency

If an event occurs that causes damage to network or system resources, members of the Recovery Management Squad will access the extent of damage and the status of the resources.  If warranted, those members will call a meeting of the Recovery Management Squad.  The squad will convene to discuss the situation and decide if the declaration of an emergency is needed.  If there is need, the Recovery Management Squad leader or his or her alternate will declare an emergency and will initiate the Emergency Response Plan.

In the event of a declaration of an emergency, the Recovery Management team leader will initiate the necessary contacts with other campus offices.  These contacts are described in Appendix D. 

13.2 - Implementation of the Entire Plan

If the damage warrants, the entire Emergency Response Plan will be implemented.  The Recovery Management Squad will respond to the need to adjust priorities from those as stated in the plan.  This squad will also make assignments to fill vacancies on other squads as necessary.  Finally, the squad will make periodic reports to the Executive Cabinet on the progress of restoration and will work with the cabinet to secure any additional resources as may be required.

13.3 - Limited Implementation in Small Scale Events

In the event of damage to restricted portions of the campus, a limited implementation of the plan may be undertaken.  The Recovery Management Squad will select those portions of the plan to implement.  

13.4 - Emergency Response History

All major events and all implementations of the plan or portions of the plan will be documented by the team secretary/historian.  This documentation will be used in the review process to determine whether changes to the plan are necessary to reduce the risk of future failures

14 - Recovery Timeline

The restoration of individual services and applications will depend upon the method chosen to protect the equipment.  Critical equipment and applications protected with parallel servers or hot-standbys will be restored within 24 hours.  Critical services protected by maintenance contracts with disaster recovery provisions will be restored within 4 business days.  Services protected by cold standbys or surplus servers will be restored within 10 business days.  Services protected by maintenance contracts without disaster recovery provisions will be restored within 20 business days.  Equipment without protection and building network connections will be restored as resources allow.  No timeframe can be estimated on these last items.  Compromised systems will be restored within best efforts with a target of 48 hours or less.

15 - Testing of the Plan

The Information Technology Emergency Response Plan is an integral part of the campuses’ preparation to respond to an emergency.  As such it must be reviewed and understood by each member of the Emergency Response Team and must be tested to the extent feasible.  Generally, most aspects of the plan should be tested each year.

Testing of the plan should simulate an actual emergency and should take a different form and involve different members each time.  Due to the scarcity of information technology resources, testing should not occur during a period of peak or critical processing.  Administrators from the Offices of Information Resources, University Computing and Information Services and the Internal Auditor will plan and administer the test.  This same group will coordinate the test with senior university administration so as to minimize any disruption of service.  This group will identify volunteers to observe and record the actions of the Information Technology Emergency Response Team.  The test may be announced or unannounced to the team.  

The procedures to actually initiate the test will vary based on the nature of the test.  Generally, the test will be announced along with the nature of the emergency and missing team members.  Observers will enter the facility to take their stations and recovery and restoration activities will commence.  

Due to the nature of some systems, normal operation and maintenance activities will constitute a test of some portion of the plan.  For example, the shutdown on one server while a parallel server continues to provide service within the timelines as specified within the plan will constitute a test of that portion of the plan.

Any test should include the following activities:

· Determination of the nature and extent of the emergency.

· Identification of Information Technology Emergency Response Team members to exclude from the test.

· Assembly and training for the observation team.

· Declaration of the test and implementation of the plan.

· Collection of written observations from the observation and recovery team members.

· Analysis of the performance of recovery efforts and the written observations.

· Revision of the plan based on the actual performance and analysis.

Additional tests of the plan that can be preformed include:

· Inventory of backups stored in the Primary Machine Room.

· Inventory of backups stored in off-site storage.

· Verification of contact information and team membership.

16 - Revision of the Plan

The Emergency Response Plan is a critical element of the university’s ability to continue operations in the face of a disaster.  As such, it is imperative that it be reviewed periodically and kept up to date.  The entire plan will be reviewed and updated each year by the Emergency Response Team.  

The plan itself contains high-level descriptions of the recovery process.  Actual equipment inventories and other lists are included in appendices or attached to the plan.  Should there be revision to the recovery processes, the modified plan will be submitted for approval.

Elements of the plan, such as employee lists and equipment inventories, will be updated a least twice a year by individual members of the team.  These updates will not be submitted for approval outside of the team itself.

Appendices

Appendix A - Emergency Response Team Membership

The Emergency Response Team consists of seven squads.  Each squad has a leader and a specific function or area of responsibility.  The Recovery Management Squad consists of the UCIS Management Team, the remaining squad leaders, a secretary/historian and an assistant to help manage the recovery process.

Most squads have a small number of alternate members that may be included in the event that their primary squad is not active and some if the original members are not available.

	Recovery Management Squad

	Member
	Function
	Alternate

	Robert Orr
	Squad Leader
	Tom Jackson

	Tom Jackson
	Alternate Leader
	

	Terry Oxendine
	Security and Administration Squad Leader
	Tom Jackson

	Kevin Pait
	Network Management & Telecommunication Squads Leader
	Barry Graves

	Adam Marks
	Administrative Applications Squad Leader
	Delores Lowry

	Cindy Saylor
	Client Services Squad Leader
	Liz Cummings

	James Lewis
	Interactive Video Squad Leader
	Alan Prevatte

	Vicki Brewer
	Secretary/Historian
	Wanda Hunt

	Maureen Windmeyer
	Recovery Administration Assistance
	Vicki Brewer

	Alternate Members

	Barry Graves
	
	

	Dawn Albrecht
	
	

	Robert Hughes
	
	

	Wanda Hunt
	
	


	Security and Administration Squad

	Member
	Function
	Alternate

	Terry Oxendine
	Squad Leader
	Tom Jackson

	Tom Jackson
	Alternate Leader
	

	Elaine Vesely
	
	

	Barry Graves
	
	

	Chris Desmit
	
	

	Alternate Members

	Tom Jackson
	
	

	Kevin Pait
	
	


	Network Administration Squad

	Member
	Function
	Alternate

	Kevin Pait
	Squad Leader
	Chris Desmit

	Chris Desmit
	Alternate Leader
	Barry Graves

	Tony Chavis
	
	

	Alternate Members

	Terry Oxendine
	
	

	Tom Jackson
	
	

	Barry Graves
	
	

	Alan Prevatte 
	
	


	Telecommunications Squad

	Member
	Function
	Alternate

	Kevin Pait
	Squad Leader
	Chris Desmit

	Chris Desmit
	Alternate Leader
	Barry Graves

	Alternate Members

	Tom Jackson
	
	

	Elaine Locklear
	
	

	Tony Chavis
	
	

	Kevin Pait
	
	


	Administrative Applications Squad

	Member
	Function
	Alternate

	Adam Marks
	Squad Leader
	Deloris Lowry

	Deloris Lowry 
	Alternate Leader
	Dawn Albrecht

	John Hays
	
	

	Sue Gaston
	
	

	Tammy Locklear
	
	

	Alternate Members

	Pam Chavis
	
	


	Client Services Squad

	Member
	Function
	Alternate

	Cindy Saylor
	Squad Leader
	Robert Hughes

	Robert Hughes
	Alternate Leader
	

	Melaine Morgan
	
	

	Daryl Burgwyn
	
	

	Tabitha Locklear
	
	

	Liz Cummings
	
	

	Mary Barton
	
	

	Wanda Hunt
	
	

	Alternate Members

	John Hays
	
	

	Alan Prevatte
	
	

	Maureen Windmeyer
	
	

	James Lewis
	
	


	Interactive Video Squad

	Member
	Function
	Alternate

	James Lewis
	Squad Leader
	Alan Prevatte

	Alan Prevatte
	Alternate Leader
	

	Alternate Members

	Tony Chavis
	
	

	Robert Hughes
	
	


Appendix B - Emergency Response Team Organization
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Appendix C - Emergency Response Team Call Tree
	Member
	Contacts
	Office
	Home
	Cell

	Robert Orr
	Tom Jackson
	6644
	
	

	
	Maureen Windmeyer
	6819
	
	

	
	Cindy Saylor
	6265
	
	

	Tom Jackson
	Kevin Pait
	6179
	
	

	
	Terry Oxendine
	6502
	
	

	
	James Lewis
	6563
	
	

	
	Adam Marks
	
	
	

	Kevin Pait
	Barry Graves
	6168
	
	

	
	Elaine Vesely
	6504
	
	

	
	Tony Chavis
	6506
	
	

	
	Chris Desmit
	4215
	
	

	Adam Marks
	John Hays
	6500
	
	

	
	Dawn Albrecht
	6503
	
	

	
	Alan Prevatte
	6641
	
	

	
	Sue Gaston
	6521
	
	

	Cindy Saylor
	Tabitha Locklear
	6319
	
	

	
	Robert Hughes
	6839
	
	

	
	Liz Cummings
	4155
	
	

	Liz Cummings
	Charles Kearney
	6260
	
	

	
	Wanda Hunt
	6846
	
	

	
	
	
	
	

	
	
	
	
	

	
	Robert Orr
	6883
	
	


Appendix D - Emergency Response Campus Contact List

	Name
	Title
	Office
	Home
	Cell

	Allen C. Meadors
	Chancellor
	910 521-6201
	
	

	Charles Harrington
	Provost & VC Academic Affairs
	910 521-6211
	
	

	Neil Hawk
	Vice Chancellor Financial Affairs
	910 521-6209
	
	

	Jackie Clark
	Vice Chancellor Enrollment Mngt
	910 521-6264
	
	

	Glen Burnette
	Vice Chancellor University & Community Relations
	910 521-6249
	
	

	Diane Jones
	Vice Chancellor Student Affairs
	910 521-6175
	
	

	Sandra Waterkotte
	Vice Chancellor Advancement
	910 521-6252
	
	


Appendix E - Off-Site Vault Storage Inventory

1. Backup Tapes (most recent)

2. Vault Tape Log

3. Emergency Response Plan with Attachments

4. HP Maintenance Contract

5. Sun Maintenance Contract

Appendix F – Emergency Response Team Meeting Agenda and Checklist 

Agenda

1. Review team assignments and adjust for available personnel

2. Review safety procedures in Emergency Procedures Manual

3. Review assignments for damage assessment

4. Break for damage assessment

5. Review assessment with team leaders

6. Establish specific recovery actions and set priorities for each

7. Establish schedule for activity reports and future team meetings

8. Notify campus leaders of recovery plan

Checklist

1. Contact UCIS staff and list available personnel

2. Assess extent of damage to campus buildings and UCIS facilities

3. Assess extent of security compromise.

4. Assess condition of campus power, generators and UPSs
5. Assess condition of machine room environment systems

6. Assess condition of network equipment and connectivity within building, across campus and off-campus

7. Assess condition of server equipment

8. Assess condition of UCIS office equipment

Security and System Administration Squad


Terry Oxendine


Tom Jackson





Network Administration Squad


Kevin Pait


Chris Desmit





Telecommunications Squad


Kevin Pait


Chris Desmit





Administrative Applications Squad


Adam Marks


Delores Lowry





Client Services Squad


Cindy Saylor


Robert Hughes





Interactive Video Squad


James Lewis


Alan Prevatte








