Identity Theft Prevention Program – Red Flag Warning Report

	Department or Office:
	
	Date:

	Person Submitting Report:
	
	Title:

	E-mail address: 
	
	Campus phone:

	Date of Incident:
	
	Time:

	Person discovering the Identity Theft incident:
	
	Nature of incident:

(serious or minor)


Please bold the text that best describes your report.  Choose all that apply:

Incident Description

Notifications and Warnings from Consumer Reporting Agencies

· Report of fraud accompanying a credit report; 

· Notice or report from a credit agency of a credit freeze on an applicant; 

· Notice or report from a credit agency of an active duty alert for an applicant; 

· Receipt of a notice of address discrepancy in response to a credit report request; and 

· Indication from a credit report of activity that is inconsistent with an applicant's usual pattern or activity. 

Suspicious Documents

Identification document or card that appears to be forged, altered or inauthentic; 

· Identification document or card on which a person's photograph or physical description is not consistent with the person presenting the document; 

· Other document with information that is not consistent with existing individual information; and 

· Application for service that appears to have been altered or forged. 

Suspicious Personal Identifying Information

· Identifying Information presented that is inconsistent with other information the individual provides (example: inconsistent birth dates); 

· Identifying Information presented that is inconsistent with other sources of information (example: an address not matching an address on a loan application); 

· Identifying Information presented that is the same as information shown on other applications that were found to be fraudulent; 

· Identifying Information presented that is consistent with fraudulent activity (examples: an invalid phone number or fictitious billing address); 

· Social security number presented that is the same as one given by another individual; 

· A person fails to provide complete personal Identifying Information on an application when reminded to do so; and 

· A person's Identifying Information is not consistent with the information that is on file for the individual.
Suspicious Covered Account Activity 

· Change of address for an account followed by a request to change the individual’s name; 

· Payments stop on an otherwise consistently up-to-date account; 

· Account used in a way that is not consistent with prior use; 

· Mail sent to the customer is returned repeatedly as undeliverable, although the customer continues to accrue changes on the covered account;

· Notice to the University that an account has unauthorized activity; 

· Breach in the University's computer system security; and 

· Unauthorized access to or use of individual account information. 

Alerts from Others 

· Notice to the University from an individual, Identity Theft victim, law enforcement or other person that the University has opened or is maintaining a fraudulent account for a person engaged in Identity Theft.

Other (please provide explanation)

	


What action(s) was (were) taken?
· Cancelled the transaction 

· Continue to monitor a Covered Account for evidence of Identity Theft 

· Notify University Legal Counsel

· Notify the Associate Vice Chancellor of Information Resources

· Notified the actual individual upon whom fraud has been attempted. 

· Contact the individual or applicant (for which a credit report was run)

· Change any passwords or other security devices that permit access to Covered Accounts

· Provide the individual with a new individual identification number

· Refuse to open a new Covered Account

· Notify law enforcement

· File or assist in filing a Suspicious Activity Report ("SAR") with the Financial Crimes Enforcement Network, United States Department of the Treasury or other relevant law enforcement agency

· Notifying and cooperating with appropriate law enforcement; 

· Determine that no response is warranted under the particular circumstances

Are follow-up steps required? (Please explain)

	


Do office processes need modifications as a result of this Red Flag? (Please explain)

	


The person completing the form should attached the form document to an e-mail addressed to idtheftprevention@ uncp.edu.
