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DoIT 05 03 - Public Internet Access Policy Program
I.
Purpose

The University of North Carolina at Pembroke’s Public Internet Access Policy sets forth the standards by which authorized public users (“Guests”) may use their assigned computer systems, peripheral accessories, computer accounts and the shared UNCP university network. 

II. 
Policy
The Public Internet Access Policy is an extension of UNCP’s Appropriate Use Policy (AUP). In any case in which the AUP and this policy conflict, the most restrictive policy shall apply. The use of UNCP’s computer and network resources, including all electronic communication systems and equipment (all collectively referred to as the “UNCP technology infrastructure”) is a revocable privilege. By using or accessing the UNCP technology infrastructure, Guests agree to comply with this policy and other applicable UNCP policies, UNC policies, as well as all applicable federal, state and local laws and regulations. Using and/or accessing the UNCP technology infrastructure without proper authorization are strictly prohibited.

III.
Responsibilities
Guests are responsible for being aware of any changes to this policy. The UNCP technology infrastructure is provided to support UNCP university business and its mission of teaching, research and service. Any other uses that jeopardize the integrity of the UNCP technology infrastructure, the privacy or safety of other users, or that are otherwise illegal are prohibited. 

Guests must complete a written application and provide a photo identification to receive a Public Internet Access Account. Guests are permitted access to desktop computers located in specific areas of the campus designated for Public Internet Access, to the peripherals attached to those computers, to the Internet through those computers, and to any applications which may be made available to Guests on those computers. Guests are not permitted access to any other computers or resources on UNCP’s technology infrastructure. Guest accounts do not include access to UNCP’s email, file storage or Web hosting services. Guests may not save copies of their data, or download or install software on any device on UNCP’s technology infrastructure.

Because UNCP does not filter content, Guests must be eighteen (18) years of age or older. A responsible adult 18 or older who has a Guest account must accompany visitors under the age of eighteen who wish to use a computer in an area designated for public Internet access. 

Guests may use any computer within an area designated for public Internet access unless that computer is otherwise identified as not available for Guest use. Students, faculty and staff of UNCP have priority over Guests, and a Guest must surrender a computer to a student, faculty or staff member if no other machines are available in the area designated for public Internet access.

Guests may use any software made available to them on any desktop computer available for public Internet access. However, license restrictions or other concerns may preclude UNCP from making all software stored on a desktop computer available for Guest use. In these cases, Guests are prohibited from searching the computers and/or circumventing any security measures in order to make use of that software.

Guests are required to follow all restrictions as set forth in the UNCP AUP. Guests are specifically prohibited from using UNCP’s computers or network resources for sending or propagating spam or chain email messages, scanning any network or computer, launching any sort of attack on any network or computer, including Denial of Service (DoS) or Distributed Denial of Service (DDoS), connecting to or logging into any computer for which they do not have specific permission, attempting to circumvent or subvert UNCP system or network security measures, installing or making copies of any software or engaging in any other activity that does not comply with the general principles described herein or in the AUP.

IV. 
Monitoring the network

As stated in the UNCP AUP, the university expressly reserves the right to impose any restraints or monitor the content or communications, data or other information on the UNCP technology infrastructure. Guests have no Constitutional expectation of privacy in any information in the UNCP technology infrastructure. UNCP cannot guarantee the confidentially or integrity of or any Guests continuing access to any information or data stored or transmitted on UNCP’s network because of the possibility, despite UNCP’s best efforts, of unauthorized access by third parties (“hackers”), failure of equipment (“system crashes”) or some other event. Guests are reminded that UNCP may be required to disclose any information transmitted or stored on the UNCP technology infrastructure that is determined to be a public record and not otherwise exempt from disclosure under applicable law. Guests should consult the AUP for further explanation of these points.

V.
Responding to security and abuse incidents
All users have the responsibility to report any discovered unauthorized access attempts or other improper usage of UNCP computers, networks or other information processing equipment. If a security or abuse problem with any university computer or network facility is observed by or reported to a user, such user shall immediately report the same to the Division of Information Technology. 

VI. 
Range of disciplinary sanctions
Violations of this or related policies will be handled as described in the AUP. Persons in violation of this policy are subject to a full range of sanctions, including, but not limited to, the loss of computer or network access privileges, disciplinary action and dismissal from The University of North Carolina at Pembroke. Any sanctions against employees will be imposed through procedures consistent with any applicable state regulations. Some violations may constitute criminal or civil offenses, as defined by local, state and federal laws, and the university may prosecute any such violations to the full extent of the law.
UNCP may suspend computer or network access privileges immediately and without prior notice to the user if necessary to preserve the safety or integrity of UNCP’s network or to prevent or investigate violation of applicable federal, state or local law or UNCP policy. The user must be sent written or electronic notice of any such intentional suspension of access and the reasons for it, and notice of the time, date and location for a meeting at which continued suspension of access may be discussed with the Associate or Assistant CIO or his/her designee, who must reconsider his or her suspension decision in light of the information received in the meeting. Following the meeting, the Associate or Assistant CIO or his/her designee shall send a copy of his or her decision upon reconsideration to the user and advise the user that he or she may appeal the decision to the Associate Vice Chancellor for Information Resources and Chief Information Officer.

