DoIT ______ – Employee E-mail Policy



Effective date: ____
University electronic mail accounts are provided to employees to support the mission of the University.
All employee usage of the university supplied e-mail account will be consistent with other UNCP and UNC policies including UNCP’s Appropriate Use Policy (DoIT 01 03), UNCP’s Network Policy (DoIT 03 07) and applicable local, state and federal policies and laws.

It is a violation of university policies for any user of university e-mail to impersonate a university official, faculty/staff member or student.

UNC Pembroke will utilize electronic mail as one of its primary means for official University communications to employees.  Official university e-mail correspondence will be addressed to an employee’s university supplied e-mail account.
· All employees receive an e-mail account from the university at the point of employment. Employee e-mail addresses are of the form that ends in @uncp.edu. It is the employee’s responsibility to check his or her university supplied e-mail account regularly in order to stay current with university communications. If they choose, employees can redirect their university e-mail address to another account.  However, the university will not be responsible for the handling of e-mail once forwarded. All accounts assigned to an employee are expired or deleted upon notification from Human Resources that the employee has separated from the university, unless authorized to remain active by the Chancellor, Vice Chancellors or their designees.
· All e-mail sent from employees accounts should include the name and e-mail address of the person sending the e-mail.
· Using e-mail or network resources to solicit the UNCP community for political or personal gain, including, without limitation, solicitation for the purpose of selling items is prohibited.
· Personal e-mail signatures must be in compliance with North Carolina policies concerning the appropriate use of state resources.

· Initiating or propagating electronic chain letters is prohibited.
· Saturating UNCP Network or computer resources to the exclusion of another's use, for example, overloading the network with traffic such as e-mails, file sharing or malicious (denial of service attack) activities is prohibited. 
· Employees should never assume that e-mail communication is private. All users of university supplied e-mail accounts should understand that there are some circumstances in which the contents of e-mail may be disclosed to others. Sometimes this may be accidental. At other times it may be deliberate when the university is investigating a technical or legal issue. 
Broadcast E-mails to Employees situation
The Chancellor, Vice Chancellors or their designees are authorized to send group (mass) e-mails to faculty or staff e-mail accounts.
Employees are permitted to send group emails to a limited group of fellow employees who are within the same department or office, are on the same committee or work team, are working on a joint project, or in similar situations.  Employees are prohibited from sending group emails to large groups of faculty or staff e-mail accounts in the absence of such a work related situation.
Group e-mail to UNCP employees must contain the following information: 

· Notice that this is a communication from UNCP 

· The office, e-mail address and a telephone number of the originator of the e-mail to verify the integrity of the e-mail or to address questions about the contents of the e-mail. 

· All messages should be in the plain text format, avoiding graphics and limiting the use of attachments.
An e-mail message regarding University matters sent from the Chancellor, Vice Chancellors or their designee is considered to be an official notice. Supervisors must ensure that their University staff and faculty have access to the necessary or appropriate messages distributed via the University’s Electronic Mail System.
Confidentiality and Privacy Rights
While UNCP encourages faculty, staff, employees and other users to use campus e-mail systems, UNCP disclaims any implicit or explicit constitutional expectation of privacy. University e-mail is subject to the North Carolina Open Records law. Also, even though the sender and recipient may have discarded their copies of an electronic mail record, there may be back-up or archived copies of such electronic mail that can be retrieved on university systems or any other electronic systems through which the mail has traveled.

The University respects the privacy of users. It does not routinely inspect or monitor the contents of electronic information, nor is the University responsible for its contents.   However, UNCP reserves the right to examine e-mail and share it with other parties when required to do so by federal or state law, or in the investigation of violation of university policy, or whenever necessary to identify and resolve technical issues. UNCP also reserves the right to examine e-mail for content consisting of malicious software or related files and to sanitize, delete, block or refuse delivery of messages containing such content. UNCP also reserves the right to examine e-mail to gather statistics related to performance, workload and security. UNCP may examine e-mail in other situations upon the approval of the Chancellor or his designate. 

Employee Responsibility
Passwords must remain confidential.  If a password becomes known, it must be changed immediately. Passwords should be created and reset as put forth in UNCP’s Information Security Policy (DoIT 01 01)  UNCP will never ask an employee to send a username or password via e-mail.  Employees should never send any usernames or passwords to anyone via e-mail.
Employees are responsible for any information sent via e-mail.  Confidential or sensitive materials should not be transmitted via e-mail.
Employees are responsible for the consequences of not reading, in a timely fashion, university-related communications sent to their university e-mail account. Employees have the responsibility to recognize that certain communications may be time-critical. UNC Pembroke recommends that employees check their e-mail accounts daily.
Employees are responsible for verifying the source of electronic e-mail.  Do not send any information in response to an e-mail if there is any doubt about the identity of the sender or the authenticity of the contents. 
Employees are responsible for archiving their e-mail messages. The University provides backups of the University’s e-mail system; however, if a message is received and deleted between such backups, no record will be kept of that message.  The retention period for electronic mail that must be retained is determined by the type of document being retained. The North Carolina University Records Retention and Disposition Schedule followed by the University, contains required retention periods by category of record.  Electronic mail may be retained electronically or it may be printed and retained as a hard copy.
Employees are responsible for being aware of any changes to this policy.
Personal Use of Electronic Mail System 

The University’s Electronic Mail System may, subject to the foregoing, be used for incidental personal purposes provided such use does not violate this policy, other University policies, state or federal policies or state or federal laws. In addition, personal use must not interfere with University operation of information technologies, including electronic mail services, generate a direct cost for the University or interfere with the user's employment or other obligations to the University. 

Range of disciplinary Sanctions
Persons in violation of this policy are subject to a full range of sanctions, including, but not limited to, the loss of computer or network access privileges, disciplinary action, and dismissal from the University of North Carolina at Pembroke. Any sanctions against employees will be imposed through procedures consistent with any applicable university, state or federal policies and/or regulations. Some violations may constitute criminal or civil offenses, as defined by local, state, and federal laws and the University may prosecute any such violations to the full extent of the law.

UNCP may suspend computer or network access privileges immediately and without prior notice to the User if necessary to preserve the safety or integrity of UNCP's Network or to prevent or investigate violation of applicable Federal, State or local law or UNCP policy. 

Additional  Policies
In the event that this policy conflicts with other UNCP or UNC policy, or federal or state legislation, the most restrictive policy or legislation shall apply.
